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Download the paper: “Protecting Our Educational Institutions From Acts of Terrorism”
When Park Ridge (Ill.) Fire Chief Craig Gjelsten began studying security systems at school districts in his area, he
was shocked to find that safety measures were lacking in an age where terrorism is an ominous threat.
In writing a course paper for Technology in Homeland Security in 2007, he found that the Department of Homeland
Security had generally left school security up to local agencies.
“Schools in the United States are at risk of a terrorist attack and we are unprepared,” he bluntly stated in the
introduction to his paper titled “Protecting Our Educational Institutions from Acts of Terrorism.”
That course paper led to his thesis, “Homeland Security Planning for Urban Area Schools.”
His research led to big-picture recommendations such as a partnership with DHS and the U.S. Department of
Education to mandate comprehensive standards for terrorism planning, prevention, response and recovery for
schools.
Closer to home, Gjelsten’s academic plan resulted in measures and policies to utilize technology for a safety regime
at Maine South High School in Park Ridge.
1. Gjelsten’s writing addressed the status of security and schools. He noted that DHS’ listing of 77,069 high-risk
sites did not include any educational institutions. Yet terrorists are more and more attacking targets that
historically have been taboo, such as schools. His paper surveyed security planning and how it could be
improved. He studied two school districts in Park Ridge, one an eight-school district for kindergarten through
eighth grade and the other a high school district comprising three schools. To his surprise, the schools were
not using technology as part of their security plan and had no uniform plan in place. He then focused on Main
South High School, concluding that the school’s plan needed updating while outlining the pros and cons of
technology that could optimize its security strategy. Technology measures Gjelsten analyzed included Radio
Frequency Identification (RFID), iris scanning systems and the Rapid Responder Crisis Management
Planning System.
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2. What resulted was a compilation of strategic and specific recommendations to improve the security at the
Main South High School campus. Gjelsten worked with Rose Garlasco, the principal of Maine South High
School, in the development and implementation of the school’s emergency plan as well as the adoption of his
recommendations.  Two significant recommendations that were adopted and implemented were technology
solutions.  These were a radio frequency identifier (RFID) identification badge system and a comprehensive
camera system capable of being monitored from an off-site location (i.e. a Fire Department or Police
Department response vehicle).
3. The high school district, known as District 207, enlisted a company named Johnson Controls to evaluate its
security needs. The district is using an RIFD identification badge system at school doors in conjunction with a
camera system. Supplementing those measures is the Park Ridge Fire Department’s use of a system called
“Command Scope,” which is similar to the Rapid Responder system Gjelsten had recommended. Command
Scope enables emergency responders to access building layouts and floor plans via a mobile web-based
service. In sum, these are the concepts that Gjelsten had recommended.Between 10 and 15 cameras are in
place at each of the three high schools. The camera system is a Pelco camera system and is a mix of PTZ
(Pan-Tilt-Zoom) cameras and stationary cameras. The PTZ cameras are programmed to a “tour”, which is a
pattern that the cameras travel. The designated security personnel at the school have a Pelco client installed
on each of their personal computers which connects to the site server that allows monitoring of the system
from their desk. With VPN access, the staff members can also remotely monitor the system as if they were
inside the building.
The second half of the project revolved around a need to change from a physical key-based security system
to a badge-door system. The system is the Pegasys P2000LE, which was recommended and installed by
Johnson Controls.  The server of this system resides in one location, where the settings are configured and
then pushed down to the access panels that control the door. The Pegasys system supports a key-card
system, which includes support for an identity-badge that has a unique radio-wire identifier and is the size of
a credit card.
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